WudopmaninonHas maMaTka Jiisi y4eHUKOB

C Kax1bIM IOZIOM MOJIOIEKH B HHTEPHETE CTAHOBUTHCS 0O0JIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEN,
MHTEPHET HeceT U MpoOieMbl. DTa maMsTKa JODKHA ITOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.
KomnproTepHsie BUPYCBI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOrPAMM, OTIINYUTEIBHON 0COOEHHOCTBIO
KOTOPOH SIBJIIETCSI CIOCOOHOCTD K Pa3MHOXKEHUIO. B omonHeHne K 3ToMy, BUPYChl MOTYT ITOBPEIUTH
WIY TIOJTHOCTBIO YHUUYTOXXUTH BCe (PaiiyIbl M JaHHbIE, TOJKOHTPOJIBHBIE MTOJIB30BATENI0, OT UMEHH
KOTOPOro Oblla 3alyllieHa 3apakeHHas IporpaMma, a TakKe MOBPEIUTb UM JJaKe YHUUTOKUTh
OIEPALIMOHHYIO CUCTEMY CO BCeMH (paililaMmu B 11e710M. B GOJIBIINHCTBE CilydaeB pacpOCTPaHsIOTCA
BHUPYCHI YEPE3 UHTEPHET.

MeTo/1b1 3a1IUThI OT BPEJOHOCHBIX IPOTPaMM:

1. Hcnonb3yit cOBpeMEHHbIE OIIEPAlMOHHBIE CUCTEMbI, UMEIOLINE CEPbE3HbIM YPOBEHb 3aLUThI OT
BPEIOHOCHBIX ITPOrPaMM;

2. TlocrostHHO ycTaHaBiIMBai natyd (U(PPOBBIE 3aIUIATKH, KOTOPBIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LENBIO0 JOPAaOOTKH MPOTPaMMBbl) U Ipyrre 0OHOBIICHHSI CBOCH OTEepPalMOHHOM
cucteMbl. CkauMBail UX TOJIBKO ¢ ouimanbHOro caiira pazpadoruuka OC. Eciu cymectByer
PEKUM aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paloraii Ha cBOeM KOMITbIOTEPE MO PaBaMH MOJIB30BATENs, @ HE a/IMUHUCTPATOpa. DTO HE
MO3BOJIMT OOJBITMHCTBY BPEIOHOCHBIX IMTPOTPAaMM MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATIEHOM
KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE IPOrPAMMHBIE IPOLYKThI U3BECTHBIX IPOM3BOIUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunyb GU3UYECKUI TOCTYI K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHEIIHME HOCUTENN HH(POPMALINK, TaKKe Kak ¢uielka, JUCK WK (aiiin nu3 nHTepHera,
TOJIBKO U3 ITPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIE (ailibl, MOJyYEHHbIE U3 HEHAJC)KHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIa TBOW 3HaKOMBIH. Jlydlie yTouHM y HEro, OTIpaBJsil Jid OH Te€OE UX.

Cern WI-FI

Wi-Fi - 310 He BuI mepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JIMIIb OpeHn, Mapka. Eme B 1991 roay
HUJepiaHJcKas KoManus 3apeructpuponaia opens "WECA", uro 0603Hauano cioBocoyeTaHue
"Wireless Fidelity", koTopblil nepeBoauTcs Kak "O0ecrpoBoiHasi TOUHOCTH'.

Jlo Hamero BpeMeHH AoIIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOU )K€ TEXHOJIOTHEeH. DTo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHJApT BbICLIEH 3BYKOBOW TEXHUKHU
Hi-Fi, uto B mepeBoie 03HayaeT "BbICOKAst TOYHOCTH".

Ja, 6ecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U a3pOonopTax ABJSETCS OTIMYHON BO3MOKHOCTBIO
BBIX0JIa B UHTEpHET. HO MHOTHE SKCIepThl CUNUTAIOT, 4TO obmenoctynubie Wi-Fi ceTn He sBisioTes
0€30MacCHBIMH.

CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuHyro uHpopmarmio uepes odmenoctynusie Wi-Fi cetu. Pabortas B HUX,
JKEJIaTeIbHO HE BBOJUTH NAPOJIM JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEPA;

2. Hcnonb3yit 1 0OHOBIIAN aHTUBHUPYCHBIE TPOrpaMMBbl U Opanamayep. TeM caMbIM Thl 00€30MacuIllb
ce0st OT 3aKayKu BHUpYca Ha TBOE yCTPOUCTBO;



[Tpu ucnons3oBanuu Wi-Fi otkimoun ¢ynxmuro "OOmwmii qocTyn K ¢aiinam u npuHTepam’.
JlaHHas pyHKIUSA 3aKpbITa [0 YMOITYAHHIO, OJTHAKO HEKOTOPHIE [10JIb30BATEIN aKTUBUPYIOT €€ AJIs
y100CTBa UCIIOIH30BaHUsI B paboTe WK yueoe;

He ucnone3yit myGmmunsiit WI-FI s nepenaun TUYHBIX JaHHBIX, HAPUMED IS BBIXOJA B
COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOYTY;

Hcnonp3yit Toapko 3amuiieHnoe coenquuenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope Be6-
anpeca BBoau umeHHo "https://";

B MmoGunbHOM Tenedone orkimoun pynkmuro "Tlogkmouenue k Wi-Fi aBromatnuecku'. He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

ConuanbHble CETH

ConmanbHbIe CETH aKTHBHO BXOJAT B HAIlY XM3Hb, MHOT'MC JIFOIU pa60Ta10T H JXUBYT TaM IIOCTOAHHO, 4 B

Facebook yxe 3apeructpupoBal MIIITHAP,] YETOBEK, UTO SBIISIETCS OJTHOW CEIbMOM BCEX JKUTEICH

IUIaHEeThl. MHOTHE I0Ib30BaTEIIN HE IIOHUMArOT, 4TO I/IH(bOpMaHI/ISI, pasMCIICHHAA UMY B COLITMAJIBHBIX

CETAX, MOXET OBITh HaﬁI[CHa " HUCII0JIb30BaHa KEM YroaHo, B TOM YHUCJIC HE 00s13aTeNIbHO ¢ OJaruMH

HaMCPCHUAMMU.

OCHOBHBIEC COBETHI IO OC30IaCHOCTH B COHMAJIbHBIX CCTAX:

1.
2.

Orpannyb criMcoK Jpy3eil. Y Te0s B Ipy3bsAX HE JOJDKHO OBITh CITy9alfHBIX U HE3HAKOMBIX JIFOJIEH;
3amuiai cBoro yacTHYIO ku3Hb. He yka3biBail mapoiu, TesnedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JUUHYI0 HHPOPMALKIO. 30YMBIIIJICHHUKA MOTYT MCII0JIb30BATh J1aXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3amuinaii CBOIO PEIyTAIHIO - IEPKU €€ B YUCTOTE U 3a7aBail cede BOMPOC: X0Tel ObI ThI, YTOOBI
JpYTHeE M0JIb30BATEIN BUIEIH, YTO Thl 3arpyxaewib? [Toxymaii, mpexae yemM 4ro-To
OIy0JIMKOBATh, HAIIUCATh U 3aTPY3UTh;

Ecnu Tl TOBOPHUILIB C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE PEAIbHOE UM U APYTYIO
JMYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBI U IPOYEE;

N36eraii pazmemenus gortorpaduii B UnTepHeTe, rie Thl H300pakeH Ha MECTHOCTH, 110 KOTOPOH
MO3KHO OIIPENIEINTh TBOE MECTOIOJIOKEHUE;

[Tpu perucrpanuu B COIMAIBLHON CETH HEOOXOAMMO MCIOIb30BaTh CII0KHBIE ITAPOJIU, COCTOSALINE
u3 OyKB ¥ IU(]p U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

JUis conmanbHOM CeTH, MOYTHI U APYTHX CAUTOB HEOOXOAMMO UCIIOIB30BaTh PA3HbIE MAPOIIH.
Torna eciau Te6st B3IOMAIOT, TO 370yYMBIIUIEHHUKH MOJIy4aT JOCTYII TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

DNEeKTPOHHBIE ICHBI U

3HCKTpOHHHe JCHBI'M - 9TO OYCHb y,HO6HBII>'I CIIoco0 l'IJ'IaTe)KefI, OHAaKO CYHICCTBYIOT MOIIICHHUKH,

KOTOPBIC XOTAT MOJIYYUTb 9TU ACHBI'U.

3J'I€KTpOHHI)I€ JACHBI'M MMOSIBUJIMCHh COBCEM HCJABHO 1 UMCHHO M3-3a 3TOI'0 BO MHOT'UX roCyaapCTrBax 10

CHX IIOP HE MPONHCAaHO IMPO HUX B 3aKOHAX.

B Poccuu xxe oHn (I)yHKI_II/IOHI/IpyIOT " O HUX YK€ IIPOIMKUCAHO B 3aKOHC, I'/IC UX pa3AC/IsIFIOT Ha HCCKOJIBKO

BHUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3Huiia B TOM, YTO aHOHHUMHBIC - 5TO TC, B KOTOPbIX pa3pClIacTCa

IMPOBOAUTH OII€palivn 0e3 I/I)IeHTI/ICbI/IKaHI/II/I IIOJIB30BaTEJIsA, @ B HCAHOHMUMHBIX I/I)ICHTI/I(i)I/IKaHI/Iﬂ

MOJIb30BaTENIS ABJIIETCS 00I3aTEILHOM.

Taxoxe CJICAYCT pa3jinvdaThb 3JICKTPOHHBIC (I)I/IaTHBIC JACHBI' (paBHBI rocyaapCTBCHHbIM BaJ'IIOTaM) n

OJICKTPOHHELIC HC(I)I/IaTHBIe JCHBI' (HC PaBHBI TOCYAapCTBCHHBIM BaJHOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C IMEKTPOHHBIMU J€HbIAMU:



1.

4.

[TpuBsKM K cueTy MOOUIIBHBIN TenedoH. DTo caMblii yAOOHBIN U OBICTPBIN CIIOCOO BOCCTAaHOBHUTH
JOCTYTI K cuety. [IpuBsizanHbIi TenedOH MOMOXKET, €CII 3a0y/IeIIh CBOM IJIATEKHBIN Mapoih WIH
3aiifienIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA;

Hcnonw3yit ogqHopa3oBsie mapoiu. [Tociie nepexo/ia Ha YCHIIGHHYIO aBTOPU3AIIMIO TeOE yiKe HE
OyZIeT yrposkaTh ONaCHOCTb KPayKU WM NIEpeXBaTa IIaTEKHOIO IapoJis;

Br16epu cnoxxnblil maposs. [lpectynHukam Oyaer He IPOCTO yrajarh CIOKHBIA MapOlb.
Hanexxubie maposu - 3To maposiv, KOTOPBIE COJIepKaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MTPOMUCHBIE OYKBBI, HIN(PHI K HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK JI0Ju1apa, GyHTa,
BOCKJIMLIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOIM CBOM JIMYHBIE JaHHBIE HA caiiTaX, KOTOPBIM HE JIOBEPSECIIb.

:‘)J'ICKTpOHHaH modyra

3H€KTpOHHaH Io4Ta - 3TO TCXHOJIOTUA U NPCAOCTABIACMBIC CIO YCIIYT'U 110 IICPECHIIKE U MMOJIYYCHHUIO

AJIEKTPOHHBIX COOOIICHUI, KOTOPBIC PACTIPEACTSIOTCS B KOMIBIOTEPHOU ceTr. OOBIYHO AJICKTPOHHBIN

MMOYTOBBIM SIUK BBINIAAWUT CICAYIOIIUM o6p330M: I/IMH_HOJ'II)SOBaTCJ'IH@I/IMH_I[OMeHa. Taxoke KpoM¢E

nepeaadun rmpocToro TCKCTa, UMECTCA BOSMOKHOCTD IICpCaaBaThb (1)8.171.]'[]91.

OCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AIMEKTPOHHOU MTOYTOM:

1.

Hano BeIOpaTh NpaBHIIbHBIN TOYTOBBIN CEpBUC. B MHTEpHETE €CTh OTPOMHBII BEIOOpP OECIIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlI€ JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBIN B PEUTHUHTE;

He yka3piBaii B 1MyHOM noure Jn4Hyro nHopMauio. Hanpumep, styuiie BeIOpaTh
"My3bIKanbHBIN _(aHaT@" nmn "pokx2013" Bmecto "Temal3";

Hcnonp3yil IByX3TallHYI0 aBTOPU3ALIMIO. DTO KOTAa IOMUMO MapoJsi HY)KHO BBOAUTH KO/,
npuchUIaeMbiil o SMS;

Bei0epu ciioxxHbIN naposib. [ Kax10ro mo4ToBOro siuKa J0JKeH ObITh CBOI HaJIeKHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

Ecnu ecTb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOKHOCTB;
Hcnonp3yil HECKOJIBKO IIOYTOBBIX AIMKOB. IIepBbIil 1711 4acTHOM MEPENUCKU C aJpecaTaMy,
KOTOPBIM ThI JOBEPSAECIIL. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIOIb30BaTh IIPU PETUCTPALUU Ha
dopymax u caiitax;

He otkpsbiBaii ¢aitsibl u gpyrue BIOKEHUs B MUChbMaXx, AK€ €CJIM OHU MPUIUIH OT TBOUX JIPY3€EH.
Jly4ie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (hailibl;

[Tocne okoHyaHUs pabOTHI HA TOYTOBOM CEpPBUCE MEPe]] 3aKPhITHEM BKJIAJIKU C CAlTOM He 3a0y/1b
HaxaTh Ha "Beriitu".

KubepOynnuHr nin BUPTyaJIbHOE U3/1€BATEIIBCTBO

KI/I6ep6y.]'IJII/IHF - [IpeCJICAOBAHNC COO6H.[CHI/IHMI/I, COJACpKallluMun OCKOp6J’IeHI/I$I, arpeCcCuro, 3allyTuBaHUC,

XYJIUTaHCTBO, COOUUAJIBHOC 60ﬁKOTHpOBaHHC C MOMOMIBIO PA3JIMIHBIX UHTCPHET-CCPBUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIUIMHIOM:

1.

He 6pocaiics B 60#. JIyummuii crioco6: mOCOBETOBATHCS KaK ce0sl BECTH U, €CITH HET TOT0, K KOMY
MOYKHO OOPaTUTHCS, TO BHaYaJe yCIOKOUThCs. Eciiu Tl HaYHENIh OTBEYaTh OCKOPOJICHUSIMH Ha
OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pPa30XKellb KOH(IUKT;

VYmpasinsii cBoeil kubeppenyTaiuei;

AHOHUMHOCTB B ceTH MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

He crout Bectn Xynuranckuii o0pa3 BUpTyasbHOM xu3HU. HTepHET pukcupyer Bce TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

Co0mroait CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;



6. Urnopupyit enuHnuHbIN HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHHS JTyUIe
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HavyaJlbHOM cTainy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSMH, B COLIMAIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKHUPOBKH OTIPABKH COOOIIECHHUH C ONPEACTICHHBIX a/IPECOB;

8. Ecuu TbI cBUzeTens KNOEpOymMHTra. TBOM AEHCTBUS: BRICTYIMTH IPOTHB MIPECIEI0BATEIS,
II0Ka3aTh €My, UYTO €ro JIeHCTBHSI OLICHUBAIOTCS] HETATUBHO, IOJIEP)KATh KEPTBY, KOTOPOI Hy)XKHA
IICUXOJIOTHYECKAs IIOMOIb, COOOLIUTH B3POCIBIM O (haKTEe arpeCCUBHOIO MIOBEACHUS B CETH.

MoOunbHbIi TenedoH

CoBpeMmeHnHbIe cMapT(HOHBI U ITAHLIETHI COJIEpKaT B ceOe BIOJIHE B3POCIbIN (YHKIIMOHAN, U TETIEPh OHU
MOT'YT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMU KoMIbioTepaMu. OJIHaKO, CPEACTB 3alIUThI Ul HOJOOHBIX
YCTPOMCTB I10Ka 04€Hb MaJlo. TecTupoBaHHE U MOUCK YSI3BUMOCTEH B HUX ITPOUCXOIUT HE TaK
WHTEHCHUBHO, Kak Jtst 1K, To jxe camoe kacaeTcsi 1 MOOMIIBHBIX MTPHIIOKESHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH IOTHAJIN HACTOJIbHBIE aHAJIOIH, OJHAKO
pacupenue (GyHKIMOHAJA BlIeYeT 3a cO00 OOJIbIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILEHHOCTD.
Jlanexo He Bce MPOM3BOIUTEINN BBIITYCKAaOT OOHOBJICHUS, 3aKPBIBAIOLINE KPUTUYECKHE YA3BUMOCTH IS
CBOMX YCTPOWCTB.

OcHoBHBIE COBETHI ISl 0€3011acHOCTH MOOMITBLHOTO TenedoHa:

Huuero He siBnsieTcs no-HacrosiieMy 6ecruiaTHbIM. byib ocTOpoXkeH, Beib Korja Tebe mpeuiaraor
OecIuIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KAKHE-TO IUIATHBIE YCIIYTH;

Hymaii, mpexe ueM otnpaButh SMS, ¢oto nnu Buaeo. Thl TOUHO 3HACHIB, T€ OHU OYAYT B KOHEUHOM
utore?

Heo6x0a1Mo0 00HOBIIATE ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JUIsl MOOUJIBHBIX TEJIE(POHOB;

He 3arpy:xaii npuiioxeHns OT HEU3BECTHOI'O UCTOYHMKA, BE/Ib OHU MOTYT COZIEpKaTh BPEIOHOCHOE
IpPOrpaMMHOE 00€CIIEUEHHE;

[Tocne Toro Kak Thl BBIMJCIIB C caiiTa, TJ€ BBOJMII JINYHYIO MH(OPMAIUIO, 3aii11 B HACTPOMKH Opay3epa
U yzaim cookies;

[leproauuecku npoBepsii, KakKe MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO TeNe(OHA TOIBKO JIFOJIIM, KOTOPBIX Thl 3HAEIIb U KOMY JJOBEpSEIIb;
Bluetooth gomken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOb3yelbes. He 3a0b1Bait MHOT1a TPOBEPSITH ATO.
Online urpsl

CoBpeMeHHbIE OHJIaH-UIPBI - TO KPACOUYHbBIE, 3aXBATHIBAIOIINE PA3BICUEHUS, 00bETUHSIONINE COTHU
TBICSIY YEJIOBEK 10 BceMy MHpY. Urpoku nccienyroT JaHHbIM UM MUp, OOLIAIOTCS APYT C IPYTOM,
BBITNOJIHAIOT 3aJJaHKsl, CPAKAIOTCS C MOHCTPAMM U MTOJIYYarOT OMBIT. 3@ YJOBOJIBCTBUE OHU IUIATAT:
HOKYHAIOT JUCK, OTNIAYMBAIOT a0OHEMEHT WJIM MIPUOOPETAIOT KaKue-TO OIMIUH.

Bce aTH cpeactBa uayT Ha nojiepKaHUE U pa3BUTHE UTPHL, @ TAK)KE HA caMy 0€30MaCHOCTb:
COBEPUIEHCTBYIOTCS CUCTEMbI aBTOPU3ALINHU, BBITYCKAIOTCS HOBBIE NAaT4YM (LU POBbIE 3aIUIATKH JISI
IpOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmo/100HBIX Urpax CTOUT OMacaThCsl HE CTOIBKO CBOUX COMEPHHUKOB, CKOJIBKO KPakH TBOETO MapoJis, Ha
KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3AIMH OOJILIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnm npyroii urpok BeneT cedst I0X0 MM co3aaeT Te0e HePUATHOCTH, 3a0JI0KUpYil ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics aAMHHUCTpATOPAM UTPHI HA IJIOXOE IMTOBEICHUE STOTO UTPOKA, JKEITATEIBHO
MPUJIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJIE CKPUHOB;


https://сайтобразования.рф/

He yka3biBaii muunyto nHpopMmaluio B mpodaiiie urpsl;
VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeohuIMaaIbHbIE TATYH U MOJIBI;
Hcrnons3yil CII0KHBIE U pa3HbIE 11APOJIH;

N o ok ow

Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I10Ka ThI Urpaenb, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

OUIIKHT WK Kpa)ka JIMYHBIX JaHHBIX

OObIYHOM Kpa)kel JEHET U TIOKYMEHTOB CErOHs YK€ HUKOTO HE yUBHUIIb, HO C pa3BUTUEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIJICHHUKH TEPEMECTUIINCh B UHTEPHET, ¥ MPOJODKAIOT 3aHUMATHCS "ITF0OUMBIM"
JIEJIOM.

Tak nosiBuiIach HOBask yrpo3a: HHTEpHET-MOILIEHHUYECTBA WK (DUILUHT, TJIaBHAs 1eJIb KOTOPOTO COCTOUT
B TIOJTY4YE€HUHU KOH(UICHIMAIBHBIX TaHHBIX MTOJIB30BATENIEH - IOTHHOB U maposeid. Ha aHriamiickom si3pike
phishing unTaercs xak ¢pummnr (ot fishing - peroHas noBs, password - maposs).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenu 3a cBoum akkayHTOM. Eciu Thl OZj03peBaellib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOLIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Hcnonb3yit 6e3onacHble BeO-caiiThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

3. Hcnonb3yii ciioxHble ¥ pa3Hble napoiu. Takum o0pa3zoM, eciii Te0si B3I1OMaoT, TO
3JIOYMBIIIICHHUKH MOTyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, 8 HE KO BCEM;

4. Ecnu Te0s B31oManu, TO HEOOX0IUMO MPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no06aBiieHb! y T€Os B IpY3bsIX, O TOM, YTO T€Os B3JIOMaJIU U, BO3MOXHO, OT TBOETO UMEHH OyAeT
pacchlIaThes CIaM U CChUIKM Ha (PUIMHIOBBIE CAMThI;

5. YcranoBu HagexHbi mapois (PIN) Ha MoOMIbHEIHA TenedoH;

6. OrtkiIroYM CoXpaHeHHe mapoiis B Opaysepe;

7. He oTkpbiBail (aiiasl 1 qpyrue BIOKEHHS B MMCbMaX, JaXKe €CJIU OHU MPHUIUIA OT TBOUX Jpy3eil.
Jly4iie yTOYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

Hudposas penyrarus
Hudposas penyranus - 370 HeraTUBHAS WK NO3UTHBHAS MHPOpMAIUs B CETH O TeOe.
Komnpomerupyromias nHGopmarus, pasmMelieHHas B UHTEPHETE, MOXKET CEPhe3HBIM 00pa30M OTPa3UThCS
Ha TBoeH peanbHOM xu3HU. "Lludposas penyranus" - 370 TBOM UMUK, KOTOPBINA (OPMHUPYETCS U3
uH(popMaluu o Tebe B UHTEPHETE.
TBOE MECTO KUTETHCTBA, yU4eObl, TBOEC (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa U PacCKasbl O
OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.
MHorue noJIpoCTKH JIETKOMBICIIEHHO OTHOCATCS K IMYOJUKAIMK JTUUHONW HHpopmanuu B IHTepHeTe, He
MOHMMasl BOBMOXKHBIX MMOCIeACTBUI. ThI 1axke He CMOKEIIb JI0rafaTbCcsi O TOM, 4TO doTorpadus,
pa3MmelieHHas S JeT Ha3aj, cTajia MPUYNHOM 0TKa3a MPUHSATH TeOst Ha padoTy.
Kommenrtapuu, pazmerienue TBoux ¢ororpaduii 1 gpyrue 1eHCTBUS MOTYT HE HCUE3HYTh Jake MOcIe
TOT0, KaK Thl UX yJalnulllb. Thl HE 3HACIIb, KTO COXPaHUJI 3Ty HH(POPMAIIKIO, TIoTaja J1 OHA B IOUCKOBBIE
CUCTEMBI M COXpaHUJIACh JI OHA, a [JIaBHOE: YTO MOAYMAIOT O TeOe OKpY’KaIOIIHUe JIF0IU, KOTOPble HAlIyT
U YBUJAT 3T0. Haiitu nH(pOopMaIinio MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 100pbIX OOYKICHHUIH,
TaK ¥ ¢ HAMEPEHUEM MPUUYUHUTH Bpel. ITO MOXKET OBITh KTO YTOIHO.
OcCHOBHBIE COBETHI IO 3aIIUTE LU(PPOBOIN penyTaIiu:

1. Tomymaii, mpex/ie 4eMm 4To-To MyOJIMKOBATh U MepeaaBarh y ce0sl B 6J10re Wi B COL[HAIbHOMN
CeTH;



2. B macrtpoiikax npoduisi ycTaHOBH OTpaHUYEHHUS Ha TPOCMOTP TBOETO MPOUIISL U €T0
COAEP)KUMOTO, CIIeTal ero ToJIbKO "miis npy3ei”;
3. He pa3memiaii u He yka3piBail HHPOPMAIIUIO, KOTOPast MOXKET KOTO-THO0 OCKOPOIATH UK
0o0MXaThb.

ABTOpCKOE IIPaBO
CoBpeMeHHbIE IKOJBHUKY - aKTUBHBIE 110JIb30BaTeN [IM(poBoro npocrpancTBa. OHAKO 1alIEeKO HE BCe
3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOKHOCTAMH LIH(POBOTrO MUpa TpedyeT cOO0ACHUs IPaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepMmuH "HHTEIIIEKTYyalbHAasi COOCTBEHHOCTB" OTHOCHUTCS K Pa3IMUYHBIM TBOPEHUSM YEIOBEUYECKOTO yMa,
HauMHas ¢ HOBBIX N300peTeHHH 1 3HaKOB, 0003HAYAIOIUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSIMH.
ABTOpCKHE paBa - 3TO MPaBa Ha UHTEIICKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATyphl U HCKYCCTBA. ABTOPCKHE ITPaBa BHICTYIAIOT B KAUECTBE rapaHTHH TOTO, YTO
MHTEJUIEKTYaIbHbII/TBOPUECKUI TPy aBTOpa HE Oy/eT HallpacHbIM, AAaCT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOEro Tpy/a, MOJyYUTh U3BECTHOCTh U IpU3HaHue. Hukrto
0e3 pa3penieHus aBTOpa He MOXKET BOCIIPOU3BOIUTH €T0 IPOU3BEACHUE, PACTIPOCTPAHSATD, Ty OIIMYHO
JIeMOHCTPHPOBATh, IIPOJIaBaTh, UMIIOPTUPOBATH, TyCKATh B MPOKAT, ITYOJIUYHO UCIIOIHSITD,
IIOKa3bIBaTh/UCIIONIHATH B 3¢upe Win pa3Meiiars B IHTepHeTe.
Hcnonb3oBanue "mupaTckoro” NporpaMMHOTO 00ecreueHusl MOXKET IPUBECTH K MHOTHMM PUCKaM: OT
NOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWCTBA, I/Ie YCTAHOBJICHA HeJleTalbHas
nporpamma. He cTouT takxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAIBHBIC U OECIUIATHBIE IPOTPAMMBI,
KOTOPbIE MOKHO HAalTH B CETH.
O noprane
CereBnU0K.pd - TBOI INIaBHBIN COBETYHK B CETH. 371€Ch Thl MOXKEIIIb Y3HATh O OE30MAaCHOCTH B CETH
MOHSATHBIM M JOCTYITHBIM SI3bIKOM, @ ITPH BOZHUKHOBEHUHU KPUTHIECKOHN CUTYaAIIH 00OpaTUTHCS 3a
COBETOM. A Take IMPUHATh yyacTUe B KOHKYpPCaX U CTaTh CaMbIM LIU(POBBIM I'PakJaHUHOM!
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